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Anti-Money Laundering

Understanding the Basic Rules 
and Regulations 
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Disclaimer

? This outline, oral presentation and any 
research materials provided are for 
informational purposes only. Nothing 
herein or stated is intended to or should 
be construed as legal advice or a legal 
opinion applicable to any particular set 
of facts or to any individual’s or entity’s 
general or special circumstances.  
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Message from the President
We will direct every resource at our command to win 
the war against terrorists, every means of diplomacy, 
every tool of intelligence, every instrument of law 
enforcement, every financial influence.  We will 
starve the terrorists of funding.

President George W. Bush
September 24, 2001

[source: July 2002 National Money Laundering Strategy Report]
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Terrorism Defined

? “…to intimidate a population, or to 
compel a Government of an 
international organisation to do or 
abstain from doing any act”.

Source:
Article 2, International Convention for the 
Suppression of the Financing of Terrorism, 9 
December 1999.
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What is Money Laundering?
? Money laundering is generally defined as 

engaging in acts designed to conceal or 
disguise the true origin of criminally derived 
proceeds so that the unlawful proceeds 
appear to have derived from legitimate 
origins or constitute legitimate assets.

Money laundering occurs with a wide variety 
of crimes, including but not limited to, drug 
trafficking, robbery, fraud, racketeering, and 
terrorism.
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3 Stages of Money Laundering

? Placement - cash enters the financial 
system where cash profits from criminal 
activity are converted into monetary 
instruments, such as money orders or 
traveler’s checks, or deposited into 
accounts at financial institutions.
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3 Stages of Money Laundering

? Layering Stage – funds are transferred 
or moved into other accounts or other 
financial institutions to separate further 
the proceeds from their criminal origin.
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3 Stages of Money Laundering

? Integration Stage – funds are 
reintroduced into the economy and 
used to purchase legitimate assets or to 
fund further criminal activities.
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Why Must I Do Anything??
It is the Law!

? United States Department of Treasury
? U.S. Securities and Exchange Commission
? National Association of Securities Dealers
? National Futures Association
? New York Stock Exchange
? Chicago Board Options Exchange
? Pacific Stock Exchange
? Philadelphia Stock Exchange
? etc…
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Jurisdiction 
? Section 5312 defines financial institution: 

? an insured bank (as defined in section 3(h) of the 
Federal Deposit Insurance Act (12 U.S.C. 
1813(h))); 

? a commercial bank or trust company;
? a private banker;
? an agency or branch of a foreign bank in the 

United States;
? an insured institution (as defined in section 

401(a))
? a thrift institution 
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Jurisdiction Continued
? a broker or dealer registered with the Securities 

and Exchange Commission under the Securities 
Exchange Act of 1934 (15 U.S.C. 78a et seq.);

? a broker or dealer in securities or commodities;
? an investment banker or investment company
? a currency exchange;
? an issuer, redeemer, or cashier of travelers' 

checks, checks, money orders, or similar 
instruments;

? an operator of a credit card system;
? an insurance company;
? a dealer in precious metals, stones, or jewels;
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Jurisdiction
? a pawnbroker;
? a loan or finance company;
? a travel agency;
? a licensed sender of money;
? a telegraph company;
? a business engaged in vehicle sales, including 

automobile, airplane, and boat sales;
? persons involved in real estate closings and 

settlements;
? the United States Postal Service;
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Jurisdiction
? an agency of the United States Government or of a State or 

local government carrying out a duty or power of a business 
described in this paragraph;

? a casino, gambling casino, or gaming establishment with an 
annual gaming revenue of more than $1,000,000 which -
? (i) 
? is licensed as a casino, gambling casino, or gaming 

establishment under the laws of any State or any political 
subdivision of any State; or 

? (ii) 
? is an Indian gaming operation conducted under or pursuant to 

the Indian Gaming Regulatory Act other than an operation 
which is limited to class I gaming (as defined in section 4(6) of 
such Act);
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Pending Rules
? Businesses Engaged in Sales of: Vehicles; Precious Metals, Stones or Jewels;
? Travel Agencies
? Investment Advisors
? Commodity Trading Advisors
? Insurance Companies
? Unregistered Investment Companies

? Hedge Funds
? Private Equity Funds
? Venture Capital Funds
? Commodity Pools
? REITS

See Federal Register  Vol. 67, No. 187 9-26-02
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Primary AML Rule Components 
? Comprehensive Compliance Program - WSP 
? Customer Identification Programs
? Correspondent Accounts for Foreign Banks, 

Private Banking Accounts & Senior Foreign 
Political Figures

? Suspicious Activity Surveillance
? Information Sharing
? Report Filing: SAR-SF, CTR, FBAR, CMIR
? Ongoing Training Program
? Annual Independent Test of the AML Program
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Supervisory Procedures
? Each broker-dealer must develop very detailed written AML supervisory 

procedures (“WSP”). As addressed in the November 25, 2002 SEC 
Webcast, WSP must address:

? Customer identification & verification
? Suspicious activity surveillance & reporting
? Bank Secrecy Act
? Correspondent accounts for foreign banks
? Separation of duties…checks and balances
? Detecting red flags
? Requests from regulators
? Review of employee accounts
? Mechanism for employees to report non-compliance with the AML 

compliance program in a confidential manner without fear of retaliation.  
? Independent reviews must be timely and effective and done by a qualified 

independent person.
? Training 
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WSP for SAR-SF

? Specifically, how does the SAR surveillance 
program work?

? How are red flags detected?
? What will the firm do when red flags are detected?
? Who prepares SARs, who reviews them, who files 

them…..
? What is the confidentiality process/procedures  
? What books and records are maintained to 

demonstrate compliance
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Customer Identification & 
Verification

Final Rules Issued April 30, 2003
Full implementation by October 1, 2003
Primary Rule Components
I. Customer Identification Program
II. Recordkeeping
III. Comparison with Government Lists
IV. Customer Notice
V. Reliance
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Customer Identification & 
Verification

Risks that must be considered in Customer Identification Programs (“CIP”)

1. Size of broker-dealer
2. Location
3. Method of opening accounts, on-line vs. in person
4 Types of accounts
5. Types of transactions
6. Customer base. Located in countries of “primary money laundering

concern?
7. Sharing AML responsibilities NYSE 382/ NASD 3230.  Must be in 

writing.

Broker-dealers must be able to form a “reasonable belief” that that it 
knows the true identity of the customer.  
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Customer Identification & 
Verification

? Definition
? Account means a formal relationship with a 

broker-dealer established to effect 
transactions in securities, including, but not 
limited to, the purchase or sale of securities 
and securities loaned and borrowed activity, 
and to hold securities or other assets for 
safekeeping or as collateral 
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Customer Identification

Account Opening - Required Information
? Name
? Date of birth, for an individual
? Addresses, residential or business street 

address
? Principal place of business, local office 

or other physical location.
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Customer Identification
Identification Number: 

U.S. Person:
? Taxpayer Identification Number: SS# or employer identification 

number

Non-U.S. Person: 
? Taxpayer identification number
? Passport number and country of issuance
? Alien identification card number
? The number and country of issuance of any other 

government issued document evidencing nationality or 
residence and bearing a photograph or similar safeguard.
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Customer Verification
Documentary Means

? For an individual, an unexpired government-
issued identification evidencing nationality or 
residence and bearing a photograph or 
similar safeguard

? For a person, other than an individual, 
documents showing existence such as 
certified articles of incorporation, a 
government issued business license, a 
partnership agreement, or a trust instrument. 
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Customer Verification 
Non-Documentary Means

? Contacting a customer after the account is 
opened, especially if the account is opened 
on-line or by mail

? Obtaining a financial statement
? Checking with fraud and background 

databases
? Comparing information with third party 

sources, such as credit reports
? Checking with other financial institutions
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Customer Verification
? When non-documentary identification should 

be utilized.

? Customer is unable to provide unexpired documents
? Broker-dealer is provided with very unfamiliar 

documents to verify identity
? Customer is not met face to face
? There is a risk that the documents will not enable the 

firm to verify the customer’s identity.  
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Customer Verification
? WSP must contain procedures for verifying the 

identities of each customer within a reasonable time 
before or after an account is opened.

? WSP must describe when the broker-dealer will use 
documents, non-documentary methods, or a 
combination of both methods. 

? A person becomes a customer each time a person 
opens a new account.

? Customer must be given adequate notice that the 
broker-dealer is requesting information to verify their 
identity.
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Customer Verification

? Based on the risk assessment of a new 
account opened by a customer that is 
not an individual, the broker-dealer’s 
WSP should require the firm to obtain 
information about the individuals with 
authority or control over the account in 
order to properly verify the customer’s 
true identity.
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Books and Records
? Keep all records reviewed and relied upon for 

customer identification and verification purposes.
? Includes records that must be created when verifying 

through non-documentary means, such as phone 
calls.

? Maintain records created to “identify” customer for 5 
years after account is closed.

? Maintain records created to “verify” identities for 5 
years after record is created.

Customer Identification & 
Verification
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Customer Identification & 
Verification
? Must check government lists of know or suspected terrorists.

? Specially Designated Nationals and Blocked Persons (“SDN”) www.treas.gov/fac
RND resources has developed search engine for SDN list.

Other resources available for identification purposes

? ID Point Account Opening Procedures
http://www.aba.com/CAB/cab_IDPoint.htm

? McDonald Information Services
http://www.callmis.com/web_site/

? ABA Industry Resource Guide – see page 10
http://www.aba.com/aba/pdf/InsResourceGuide.pdf

? Department of State: Foreign Officials Inquiry
http://www.state.gov/www/global/narcotics_law/foreign_official s.html
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Customer Identification & 
Verification

Reliance
? Broker-dealers can rely on another 

financial institution to perform some or 
all of its CIP.

? must be reasonable under the 
circumstances

? must enter into a contract
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Private Banking/Foreign Banks

? Interim Rule 5318(i) - Effective July 23, 2002 
[see also proposed rule May 30, 2002]

? New section (i) requires each U.S. financial 
institution that establishes , maintains, 
administers, or manages a private banking 
account or a correspondent account in the 
United States for a non-U.S. person to take 
certain anti-money laundering measures with 
respect to such accounts.
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Private Banking Accounts and Senior Foreign 
Political Figures

A "private banking" account is an account that requires a minimum 
deposit of $1,000,000, is established for one or more individuals, and is 
assigned to or administered or managed by, in whole or in part, an 
officer, employee, or agent of a financial institution acting as a liaison 
between the financial institution and the direct or beneficial owner of 
the account.

? NASD AML Q & A #31. What are private banking accounts?
Private banking accounts are accounts, or a combination of accounts, that:

have an aggregate deposit of funds or other assets of more than $1 
million; and are established on behalf of one or more individuals who 
have a direct or beneficial ownership in the account; and are assigned 
to, or administered by, in whole or in part, an officer, employee or 
agent of a financial institution, acting as a liaison between the 
institution and the direct or beneficial owner of the account.
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Private Banking Accounts and Senior Foreign 
Political Figures

A "senior foreign political figure" includes a current or former
senior official in the executive, legislative, administrative, 
military or judicial branches of a foreign government (whether 
elected or not), a senior official of a major foreign political 
party, or a senior executive of a foreign government-owned 
commercial enterprise; a corporation, business, or other entity 
formed by or for the benefit of any such individual; an 
immediate family member of such an individual; or any 
individual publicly known (or actually known by the firm) to be a 
close personal or professional associate of such an individual., 
and includes a person who is in a position to conduct substantial 
domestic and international financial transactions on behalf of 
the senior foreign political figure. 
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Private Banking Accounts and Senior Foreign 
Political Figures

Treasury Guidance on Foreign Official Corruption, Account 
Establishment and Maintenance Procedures January 16, 2001

? Ascertain the identity of the account holder and the account’s beneficial 
owner

? Obtain adequate documentation regarding the covered person and 
take reasonable steps to assess the person’s business reputation.

? Understand the covered person’s anticipated account activity

? Determine the covered person’s source of wealth and funds

? Apply additional oversight to the covered person’s account 
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Private Banking Accounts and Senior Foreign 
Political Figures

Sampling of Suspicious Activities – See report for complete list

? A request by a Covered Person to establish a relationship with, or route a 
transaction through, a financial institution that is unaccustomed to doing 
business with foreign persons and that has not sought out business of that type; 

? A request by a Covered Person to associate any form of secrecy with a 
transaction, such as booking the transaction in the name of another person or a 
business entity whose beneficial owner is not disclosed or readily apparent; 

? The routing of transactions involving a Covered Person into or through a secrecy 
jurisdiction or through jurisdictions or financial institutions that have inadequate 
customer identification practices and/or allow third parties to carry out 
transactions on behalf of others without identifying themselves to the 
institution; 

? The routing of transactions involving a Covered Person through several 
jurisdictions and/or financial institutions prior to or following entry into an 
institution in the United States without any apparent purpose other than to 
disguise the nature, source, ownership or control of the funds; 
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Customer Identification
? Lori Richards, SEC, Speech May 2, 2002

“We will look critically at any firm that 
facilitates the opening of offshore corporate 
accounts or trusts by clients to provide 
anonymity for customers. Firms should not 
help create situations where the true 
beneficial owners of accounts are never 
memorialized on new account forms or 
provided to clearing brokers for account 
screening”. 
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Foreign Banks
Final Rule 5318(j) & (k) Effective October 28, 2002 

? Cannot provide correspondent accounts in the United States for 
foreign shell banks

? Must take reasonable steps to ensure that correspondent 
accounts provided to foreign banks are not being used to 
indirectly provide banking services to foreign shell banks

? Maintain records of ownership of foreign banks and their agents 
in the United States for service of legal process for records 
relating to the correspondent account

? Required termination of foreign correspondent account for 
failure to comply. 

? Extension granted to March 31, 2003 to obtain certifications for
applicable accounts existing on October 28, 2002
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Foreign Banks
Safe Harbor for 5318(j) & (k)
? See model certification attached to September 26, 

2002 final rule release.
? Recertification every 3 years or once financial 

institution “has reason to believe” information is 
inaccurate.

? Exemptions for obtaining ownership information:
1 - any bank that is required to file Form FR Y-7 with 
the Federal Reserve. See 
www.federalreserve.gov/releases/iba/
2- Banks shares that are publicly traded 
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Suspicious Activity Reporting
? Effective for transactions after December 31, 2002.

A broker/ dealer must report a transaction on Form 
SAR-SF if:

(a) the transaction is conducted or attempted by, 
at, or through a broker/ dealer
(b) it involves or aggregates funds or other 
assets of at least $5,000, and
(c) the broker/dealer knows, suspects, or has 
reason to suspect that the transaction (or a 
pattern of transactions of which the transaction 
is a part):  
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Suspicious Activity Reporting
? involves funds derived from illegal activity or is intended or 

conducted to hide or disguise funds or assets derived from 
illegal activity

? is designed, whether through structuring or other means, to 
evade the requirements of the BSA

? appears to serve no business or apparent lawful purpose or is 
not the sort of transactions in which the particular customer 
would be expected to engage and for which the broker/dealer 
knows of no reasonable explanation after examining the 
available facts

? involves use of the broker/dealer to facilitate criminal activity. 
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Suspicious Activity Reporting
Red Flags

? The customer exhibits unusual concern regarding the firm's 
compliance with government reporting requirements and the 
firm's AML policies.

? The customer wishes to engage in transactions that lack 
business sense or apparent investment strategy, or are 
inconsistent with the customer's stated business strategy.

? The information provided by the customer that identifies a 
legitimate source for funds is false, misleading, or substantially 
incorrect. Upon request, the customer refuses to identify or fails 
to indicate any legitimate source for his or her funds and other
assets.

(see Notice to Members 02-21, FATF release April 2002, Bank 
Secrecy Act Advisory Group SAR Activity Review Issue 5).
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Suspicious Activity Reporting

? “Transactions to or from, or conducted 
by persons with possible affiliations with 
jurisdictions associated with terrorist 
activity should not be the only factor 
that prompts the filing of a SAR-SF… 

? Source: SAR Activity Review, Issue 5, February 2003, pages 57-58



43

Suspicious Activity Reporting
Exemptions

? 1) a robbery or burglary that is reported by the broker/dealer to 
appropriate law enforcement authorities 

? 2) lost, missing, counterfeit, or stolen securities that are reported by 
the broker/dealer pursuant to Rule 17f-1 under the Securities Exchange 
Act of 1934 (Exchange Act) 

? 3) a violation of the federal securities laws or rules of a self-regulatory 
organization (SRO) by the broker/dealer, its officers, directors, 
employees, or registered representatives, that are reported 
appropriately to the SEC or an SRO, except for a violation of Exchange 
Act Rule 17a-8, which must be reported on Form SAR-SF. 
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Types of suspicious activity 
required to be reported
? Bribery/gratuity Pre-arranged/non-competitive trading
? Check fraud Securities Fraud
? Computer intrusion Significant wire or other transactions
? Credit/debit card fraud w/out economic purpose
? Embezzlement/theft Suspicious documents or ID presented
? Futures fraud Terrorist financing
? Forgery Wash or other fictitious trading
? Identity theft Wire fraud
? Insider trading Other
? Mail fraud
? Market Manipulation
? Money Laundering/structuring
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Suspicious Activity Reporting

? Between April 1996 and September 11, 
2001, 32 SARs were filed that contained 
references to terrorism.

? Between September 12, 2001 and 
March 31, 2002, more than 1600 SARs
were filed that contained references to 
terrorism or terrorist groups. 
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Information Sharing

? Notice must be filed with FinCEN before 
sharing information to take advantage of the 
safe harbor. 

? Financial institution to which information will 
be shared must also give notice prior to 
sharing

? Notices must be submitted every year if 
financial institution intends to continue 
sharing information.
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Confidentiality 

Confidentiality is Key!

? Cannot inform anyone that SAR was 
filed as a result of their activity

? OK to contact customer to get 
explanation of activity, but do not tip 
them off.   
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Report Filing
? Currency Transaction Report (CTR):

Broker/dealers are required to file CTRs for 
transactions involving currency that exceed 
$10,000.

? Currency and Monetary Instrument 
Transportation Report (CMIR): Any person 
who physically transports, mails, or ships 
currency or other monetary instruments into 
or out of the United States, in aggregated 
amounts exceeding $10,000 at one time, 
must report the event on a CMIR.
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Report Filing

? Report of Foreign Bank and Financial 
Accounts (FBAR): Any person having a 
financial interest in, or signature or 
other authority over, financial accounts 
in a foreign country is required to report 
the relationship if the aggregate value 
of the accounts exceeds $10,000. 
FBARs are filed with FinCEN. 
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Report Filing
? Funds Transfers and Transmittals: Broker/dealers effecting transmittals 

or transfers of funds, including wire fund transfers, of $3,000 or more 
must collect, retain and record on the transmittal order certain
information regarding the transfer, including the name and address of 
the transmitter and recipient, the amount of the transmittal order, the 
identity of the recipient's financial institution, and the account number 
of the recipient. 

? Suspicious Activity Reports: File w/in 30 days
? Foreign Bank Certification: – Shell Bank, Ownership, Service of Process
? Notice of Intent to Share Information
? Reports of rejected, blocked property and annual report of blocked 

property
? Annual AML Program Review: Not required to file.
? NASD Contact Information for AML Officer
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Report Filing Assistance

? Foreign Bank Accounts – 800.949.2732
? OFAC Hotline – 800.540.6322
? IRS – Detroit Computing Center

DCC Hotline 800.800.2877 for CTRs and 
other BSA forms.
DCC Help Desk 866.743.5748 for SAR 
electronic filing assistance .

? Treasury Dept. Hotline – 866.867.8300
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Ongoing Training Program
? NASD Rule 3011(e)
? Provide ongoing training for appropriate 

personnel.
? Basis Elements of Training

? Review the firm’s AML compliance program
? Detection of Red Flags
? How employees can assist
? Dealing with suspected money laundering 

activities
? The firm’s books and records policy
? Consequences for non-compliance
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Does it Pay?

The commission rate for laundering 
money averages between 4% to 8% 
with a high of 12% of the principal.
[source: July 2002 National Money Laundering Strategy Report]

If you do decide to launder a little 
money then…..
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Club Fed
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The average sentence length 
in FY 2000 was 46 months.


